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About Younghoo Lee

• Data Scientist at Sophos for 9 years

• 1 year of R&D at a start-up

• 10+ years of R&D at Symantec, Samsung
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Overview

Motivation
• The appeal of LLMs 

for creating scams
• A demonstration of 

the final task

Interactive Scamming
• Code
• Text
• Images
• Audio
• Advertising

The Bigger Picture
• Scaling up

A Real Scampaign
• Results
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Motivation

• Multiple modalities have more potential

• Expose possibilities and limitations

• Push boundaries of LLM scam automation
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Motivation
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A Test of Skill

• One of the following websites is AI-generated
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A Test of Skill: Website 1
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A Test of Skill: Website 2
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A Test of Skill

• The answer is...
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A Test of Skill Trust

• The answer is both of them!
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An In-depth Look

• Demo
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Interactive Scamming
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A Clueless Endeavor
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A Clueless Endeavor

• A domain name
• Website
• Products and images
• Payment
• Marketing
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A Clueless Endeavor

• Our first limitation
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• Our first limitation
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A Clueless Endeavor

• Basic knowledge of websites
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A Clueless Endeavor
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A Clueless Endeavor

• a professional photo of Alex, tall, brunette, blue-eyes, glasses, athletic-
build, stylish, friendly-smile, confidence, fashionable-dresser
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A Clueless Endeavor

• a catalog photo plain background of a shoe 
with Strider, leather, black, lace-up, polished, 
rounded-toe, classic, cushioned-insole, rubber-
sole, casual

• catalog photo plain background of a shoe with 
Soiree, suede, brown, slip-on, pointed-toe, 
elegant, high-heels, padded-footbed, leather-
lining, party-wear
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A Clueless Endeavor
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A Clueless Endeavor
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A Clueless Endeavor – Lessons and Limitations

• Number 1 issue: glue code

• The stylistic quality is limited without significant iteration

• Stealing the payment info requires some basic knowledge of databases

• Image models are freely available but require time and patience

• Good assistant, poor orchestrator
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Thinking Bigger
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Phishing kits

A phishing site tricks 
users into revealing 

sensitive information.

Phishing kits are pre-
packaged files that 

contain all the 
necessary resources.

Blackeye 
supports popular login 

sites including 
Facebook and 

Microsoft.

The image form https://www.malwarebytes.com/blog/news/2018/09/6-sure-signs-someone-is-phishing-you-besides-email
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Phishing kits

The phishing site 
templates are quite 
simple and limited.

Modern 
browsers warn 

users when visiting 
a website with a 
random domain.

51



Thinking Bigger with AGI(Artificial General Intelligence)

Creating a custom scam site

Launching a large-scale scam campaign

52



My co-scammer, GPT-4

No Need for Coding Skills Authentic Design for phishing Image and Audio for fake products
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Steps to create a scam site template with GPT-4

Scam pages Add a fake login and a checkout page

Customization Customize the page's layout and the store 
data

Template Select a simple e-commerce app template
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A scam site template

{
"store_name": "Vineyard Delights",
"store_description": "Vineyard Delights is a premium wine ...",
"owner_description": "The owner, a seasoned sommelier, ...",
"owner_gender": "male",
"store_main_image": "store_main_image.png",
"owner_image": "owner_image.png"
}

[
{
"id": "W001",
"name": "Chateau Mouton Rothschild 2010",
"price": 1200.00,
"image": "product_1.png",
"description": "A fine example of Bordeaux's exceptional..."
},
{
"id": "W002",
"name": "Penfolds Grange 2010",
"price": 850.00,
"image": "product_2.png",
"description": "Australia's most famous wine, this ..."
},

Code

Data

Image and Audio
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Facebook login page
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Prompt for the Facebook login page
Create a Facebook login page that
- uses jQuery code to send the login details to /api/login api.
- includes a simplified Facebook CSS and JS in the HTML.
- The login page will be added in an Iframe, If the api is successful, redirects 
its top window to /checkout.

<!DOCTYPE html>
<html>
<head>

<title>Facebook Login</title>
<body>

<div class="login-container">
<form id="loginForm">

<input type="text" id="username" placeholder="Username" 
required>

<input type="password" id="password" placeholder="Password" 
required>

<button type="submit">Login</button>

Prompt

Response
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Prompt for the Facebook login API
Write the /api/login api that,
- uses NextJS framework.
- stores the username and password into the users table in a sqlite3 db, 
data.sqlite file.
- calls an initialisation function for the users table.

export default async function handler(req, res) {
if (!db) {

await initializeDatabase();
}

db.run('INSERT INTO users (username, password) VALUES (?, ?)', [username, 
password], function(err) {

if (err) {
res.status(500).json({ error: err.message });

} else {
res.status(200).json({ success: true });

}
});

Prompt

Response
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Checkout page
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Prompt for the checkout page
Write a component/Checkout.js and its page/checkout.js which,
- uses the NextJS and Tailwind CSS without any other npm modules.
- has the user' name, email and address inputs.
- has the inputs for credit card payment.
- calls /api/checkout with the form data.
- if successful, redirect to "/". 

const response = await fetch('/api/checkout', {
method: 'POST',
headers: {

'Content-Type': 'application/json',
},
body: JSON.stringify(formData),

});
if (response.ok) {

window.location.href = '/';
}

Prompt

Response
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Thinking Bigger:
Orchestration tool
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My orchestration scam kit, Auto-GPT
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FULLY AUTOMATED TOOL IMPROVED CREDIBILITY EMPLOYS AGENTS TO CREATE 
MULTI-MODAL CONTENT.



Generative AI models
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Text and Code Image Audio
Stable DiffusionGPT WaveNet



Multimodal agents of Auto-GPT

DATA AGENT IMAGE AGENT AUDIO AGENT UI STYLE AGENT ADVERTISEMENT 
AGENT

GPT Stable 
Diffusion

WaveNet GPT
GPT
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Agent

Available 
Commands

Response 
command

Response 
format

Goals
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Data Agent

{
"store_name": "Vineyard Delights",
"store_description": "Vineyard Delights is a premium wine ...",
"owner_description": "The owner, a seasoned sommelier, ...",
"owner_gender": "male",
"store_main_image": "store_main_image.png",
"owner_image": "owner_image.png"
}

[{
"id": "W001",
"name": "Chateau Mouton Rothschild 2010",
"price": 1200.00,
"image": "product_1.png",
"description": "A fine example of Bordeaux's..."
},

Goals

Generated 
commands

Generated 
files
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Image Agent

Generated images

Goals

Generated commands

New Commands
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Audio Agent
Goals

Generated 
commands

Generated 
description

New Commands
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UI Agent

Goals

Generated 
code
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Advertisement Agent

Goals

Generated 
text
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Failures

Lower capacity LLMs, 
non-optimal 

parameters for LLMs

Small context size of 
LLMs

Incorrect 
prompt for images
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Lessons learned

Parameter setting
Temperature/Top-P: ensures optimal operation 
conditions for LLMs.

Step: effective parameter in controlling the 
image quality.

Guiding with examples
The need to specify the input and output format.
• LLMs can be instructed to modify given files.
• Ex: the word length for descriptions and the 

number of products.
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A real scampaign

75



76



77



78



79



Cost and time

• Your input as a template builder: the ai_goals for 5 agents
• Cost: $4.23
• Time: 8 minutes

A custom scam site

• Your input as a campaigner: the number of sites and a store list
• Cost: $423
• Time: 13.4 Hours

100 scam sites

80



Conclusion
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The Consequences of AI crafted to deceive the human eye

• The lower barrier to entry can empower individuals or small groups with 
harmful intentions.

• Everyone is at risk: The combination of automation and 
multiple modalities alters the attack's effort-to-sophistication ratio, 
enabling the campaign to target more tech-savvy users.

• Sophos is building our own Security Co-pilot AI model to tackle the 
new threats and automate Security Operations.
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Art Citations
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• https://www.vecteezy.com/vector-art/8656435-stick-figure-man-stands-in-thought-
confusion-making-difficult-decisions-answering-questions-question-marks-above-the-
head-vector-on-a-white-background

• https://www.vecteezy.com/vector-art/22288008-happy-and-dancing-stick-figure-
pictogram-illustration

• https://www.vecteezy.com/vector-art/25421323-illustration-and-icon-of-a-scared-stick-
figure-illustration-and-icon-of-a-frightened-stick-figure

• https://www.vecteezy.com/vector-art/1890752-data-phishing-hacking-online-scam-
concept-with-smartphone-and-credit-card-hook

• https://www.malwarebytes.com/blog/news/2018/09/6-sure-signs-someone-is-
phishing-you-besides-email

https://www.vecteezy.com/vector-art/8656435-stick-figure-man-stands-in-thought-confusion-making-difficult-decisions-answering-questions-question-marks-above-the-head-vector-on-a-white-background
https://www.vecteezy.com/vector-art/8656435-stick-figure-man-stands-in-thought-confusion-making-difficult-decisions-answering-questions-question-marks-above-the-head-vector-on-a-white-background
https://www.vecteezy.com/vector-art/8656435-stick-figure-man-stands-in-thought-confusion-making-difficult-decisions-answering-questions-question-marks-above-the-head-vector-on-a-white-background
https://www.vecteezy.com/vector-art/22288008-happy-and-dancing-stick-figure-pictogram-illustration
https://www.vecteezy.com/vector-art/22288008-happy-and-dancing-stick-figure-pictogram-illustration
https://www.vecteezy.com/vector-art/25421323-illustration-and-icon-of-a-scared-stick-figure-illustration-and-icon-of-a-frightened-stick-figure
https://www.vecteezy.com/vector-art/25421323-illustration-and-icon-of-a-scared-stick-figure-illustration-and-icon-of-a-frightened-stick-figure
https://www.vecteezy.com/vector-art/1890752-data-phishing-hacking-online-scam-concept-with-smartphone-and-credit-card-hook
https://www.vecteezy.com/vector-art/1890752-data-phishing-hacking-online-scam-concept-with-smartphone-and-credit-card-hook
https://www.malwarebytes.com/blog/news/2018/09/6-sure-signs-someone-is-phishing-you-besides-email
https://www.malwarebytes.com/blog/news/2018/09/6-sure-signs-someone-is-phishing-you-besides-email


Contact us
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• Ben Gelman
o LinkedIn
o Twitter: @gelman_ben

• Younghoo Lee
o LinkedIn
o Twitter: @younghoo_au



Q&A
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